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The payment industry is trying to catch up with the trends in cloud computing,but at the same time, would prefer to be cautious about full scale 
implementation due to several factors. These include, but are not limited to,the ambiguity around the security protocols, compliance & regulatory 
procedures to be adhered to, scalability & reliability parameters. The cloud solution proposed in this paper addresses the issue of security while 
improving the usability and convenience of the cloud technology. The solution would allow a financial institution to deploy their Payment Solutions over 
a distributed and scalable cloud environment, including provisions for multi-tenancy. With the advent and rise of independent platforms like Spring-
Cloud, Docker and Kubernetes, there are promising opportunities to make a business case for moving the core systems like Switch or Card
Management Systems onto the cloud. The considerations would involve implementing both the functional services (such as Customer Profile Service) 
and infrastructure services (such as hardware provisioning, application logging& monitoring, service registry, load balancing). The paper also 
discusses typical steps and the technology stack required for moving a set of services on cloud. The paper argues that such transformations are 
not without challenges or risks; but a well-documented and choreographed plan can ensure a stable platform on the cloud, that also saves cost of 
infrastructure and other services.

Abstract: 

Key domain areas in the Payments space include Remittances, Switch Services, Payments Gateways, Card Management
Services, Hardware Security Modules (both software and hardware HSM).

Some key facts/considerations:

There is no definite solution to the HSM on cloud and the paper deliberates on certain aspects, risks, and possible solutions
subject to a “Proof of Concept” by the organization and conducting a compliance & regulatory review before planning for it.

DevOps must be accepted as a paradigm shift or “cultural shift” for an effective, agile, and cloud based CI-CD model. It’s not a
mere technology change, but a combination of changes in team orientation, product development and deployment methodology, 
organization structure, metrics measurement and performance analysis, and adoption of newer maturity models.

How the paper has been organized:

The primary assessment is between Private cloud and Virtual Private cloud for implementing a payments solution on
acloud-platform

The paper assumes that the decision for moving to a Microservices BasedArchitecture (MSA) has been arrived at by the
enterprise architects and business stakeholders (of the Financial Institution implementing this solution) after careful analysis of 
the pros and cons of MSA.

The paper further lays down the steps (along with technology stack at each step) needed to implement a DevOps
methodology on cloud, to achieve a specific organizational goal

The paper’s conclusion provides a compilation of Payment Services that can be migrated to a cloud-based environment
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User Story

Financial Institution stakeholder:“I want to be able to reduce my cost of providing Payment Services, while increasing width and 
depth of my services to consumers, and reducing cost of multi-tenancy”

IT Delivery head:“I want to be able to choose the most relevant combination of technology stack and DevOpsmodel for migrating 
my offerings to cloud”

IT Operations head: “I want to be able to improve my service availability and be able to meet all SLA requirements of my 
services”

Compliance & Regulatory Lead: “I want to be able to secure all of my consumer data and be able to trace any incident to its 
origination, along with reports management”

Conceptualization:

The payments industry has been a deeply ‘firewalled’ 
industry both physically and figuratively, and for all the 
right reasons. In recent times, there’s even more push 
towards bringing more security, accountability, and 
reliability, due to the exponential rise in the number of 
online payments and demands for digital processing, but
also in the number of fraudulent transactions. With these 
factors combined, it would seem impossible to achieve 
any one of these without compromising another. 

The only reasonable choice is to use recent trends in 
technological advances, which are in favor of faster and 
higher volumes of paymentswithout increasing the risk of 
fraud. 

The idea is to use the concept of a “Payments Cloud” 
which is an ecosystem of infrastructure, processes, 
technologies, and methodologies, together meant to 
enable processing and managing payment transactions 
on a cloud platform. While cost of infrastructure and 
higher scalability are the two most important driving 
factors for organizations to move to cloud, the “Payments 
Cloud” as a concept offers many more features and 
benefits, as depicted in the below diagram (like the Multi-
tenancy, DevOps etc).
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Conceptualization:
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The overview assumespayments companies would opt for cloud computing solutions for their growing needs. The main question is which type of 
cloud is best suited for their individual objectives - public, private, hybrid or Virtual Private Cloud. Public cloud is out of question, as no amount of 
underwriting or guarantees will be sufficient for the compliance and regulatory authorities to approve a public cloud for sensitive payment transactions. 
Having a private cloud serves the purpose, but not without introducing heavy initial investment costs.Additionally, the private cloud seems to favor 
only those who have enough clientele to support a multi-tenant architecture to justify the costs. This means only big corporations could really afford a 
private-cloud infrastructure (either on-premise but managed by a 3rd party vendor, or entirely hosted and managed by 3rdparty elsewhere). 

This brings us to the second scenario, where the organization (or its tenants) are not large enough to afford a private cloud. For such cases, which 
could be large in count, having a VPC (Virtual Private Cloud) could bring the best of both worlds together. By definition, a VPC is an on-demand 
and configurable pool of shared computing resources allocated within a public cloud environment, but still providing an isolation between users 
(organizations) by means of providing independent sub-nets, and VPN based access, which ensures authentication and encryption before access is 
granted. 

With proper implementation architecture like micro-services with containerization (which is the main point of this paper), and a reliable VPC provider 
(like Microsoft, Amazon, Google), an organization can achieve the same level of multi-tenancy, scalability, and security, as with a completely ‘Private 
Cloud’. What is more, an organization can use a VPC as an extension of its own datacenter, Thus enabling a hybrid-cloud model and avoid incurring 
extra cost of building or extending an on-premise cloud. As an example, a Payment Gateway OR API Gateway could be deployed over a VPC of any 
cloud provider, along with secured access to microservices,so that any merchants and payment processors can access it for conducting financial 
transactions. 
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Microservices, DevOps and 
Cloud Deployment

www.opusconsulting.com06

Having understood the need for cloud and type of cloud environment suitable for the industry, it’s time to look deeper into the technological aspects. 
It all starts with treating everything as a service, be it a business function like Payment Authorization, Card Verification, or peripheral function, like 
Logging and Monitoring. Every such function can be converted into a web-service (The term microservice is just a special case of a SOA web-service). 

The best example to showcase a truly Service Oriented 
Architecture is none other than the technology behemoth 
– Amazon. But they weren’t born like this.

“If you go back to 2001,” stated Amazon 
AWS senior manager for product 
management Rob Brigham, “the Amazon.
com retail website was a large architectural 
monolith.”

It started out as a major architectural problem for Amazon, and like a function that takes a complex input and spits out an easy formulaic solution, the 
Amazon team worked out a simple solution that transformed itself into a cloud computing paradigm.From an argument perspective, the 
“monolithic-ness” of an application in itself is not a problem. In fact, it may work flawlessly in production,but it’s the process of maintaining such an 
application, with all its versions and quality control, which becomes prohibitively expensive in the long run. As Rob further excerpts,

“Even when you have that big, large, new version,” he said, “it still adds a lot of overhead on this 
delivery pipeline. That whole, new code base needs to be rebuilt. All of the test cases need to be re-run, 
to make sure there have been no rushes. And then you need to take that entire application, and deploy it 
all to your full production fleet.”

Micro-services are a set of loosely coupled web-services,
wich are independetly deployable and provide a CRUD

capability for a exactly one Business-Function

API GATEWAY

Micro-Service 1 - 10 Micro-Service 21 - 30Micro-Service 11 - 20

With Load Balancing

NoSQLRDBMS Key-Value
Store

What is micro-services architecture?
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Adopt agile methodologies as a way for executing project

What this means for anyone willing to become a truly service oriented organization, is to:

Transform every enterprise function as a service, and further break it down to manageable, self-contained microservices

Simplify the deployment cycle by introducing automation in development, testing and go-live stages by means of CI-CD
 tools like Jenkins, Bamboo

A multi-tenancy architecture for all its enterprise applications

And to further take it to the next level of business transformation and agility, the organization 
can/should adopt:

Unification of customer experience for all channels by adopting Omni-Channel strategy

Use of virtualization tools such as Docker/Kubernetes in conjunction with Virtual Private Cloud to seamlessly manage
changing production environment

Steps for moving a microservices architecture to cloud using DevOps &
Containerization

Fig4: A Typical Cloud Deployment Architecture with DevOps
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Now let’s lay down the steps, in mostly chronological order, to take an enterprise payments application to cloud. Central to these steps is the approach 
called “Continuous Delivery”, which combines the concepts/steps of continuous integration, automation testing and continuous deployment to deliver a 
software that is reliable. A sample flow of the pipeline is showcased in figure 5 below.

But more importantly, enterprise cloud architects would want to iron out a set of challenges to plan and manage the migration of their business 
functions to cloud. They are advised to perform a “Proof of Concept” using these steps to showcase feasibility. But,there is no claim on these being 
comprehensive. The intention is to provide these steps as a leverage for an elaborate plan to be prepared and published for consent/approval of the 
stakeholders.  

The most fundamental aspect of SOA architecture is how the services are designed and what patterns are recommended. 
Microservices come with their own patterns/principles and those should be carefully chosen based on type of usage, load, 
interdependency of business functions, and multi-tenancy requirements. Few proven principles are domain-driven design, data 
separation per service, cohesiveness of the services, Failure Isolation (using patterns like circuit-breaker) and efficient inter-
service communication.

1. Microservices Design:

It is given that these services should be functionallyinterdependent, so their interaction style must be defined. Some
considerations for these are whether the interaction be synchronous (REST/https) or asynchronous (and within
asynchronous, whether it should use publish/subscribe model or publish/async response model). Such decision
become crucial in the long run when more services need to be integrated and higher levels of load is expected in
production environment.

2. Inter-service Communication:

While the services would be deployed to higher environments in an automated fashion (CI-CD), it’s important to make some 
key properties configurable for each environment (Dev, QA, Beta, Prod). The automation should achieve automatic pickup of 
relevant configuration/properties per environment, thus obviating the need for touching the source code at each stage.

3. Externalization of Microservices:

Projection of Total transaction value in digital payments.

Authentication &
 Authorization

Software Build (Jar/
Executable)

Nexus Repository for 
Microservices JARs

Containerization/ Packing 
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Code Quality Check

Source Code Repository 
(Main Branch)

Developer machine 
(Source code local 
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Deployment Cluster 
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of Choice

Rethink Product 
Development 

with DevOps & 
with scrum Agile 

Methodology

Start/Restart



www.opusconsulting.com09

Modern repositories like github, bitbucket or gitlab, are ideal for implementing a DevOps model as those can be easily 
integrated with a build/deployment tool pipeline like Jenkins or Bamboo. 

4. Source Code Repository Setup:

Setup minimum4 to 6 Linux/Windows based servers where the containerized applications will be deployed. Some of these 
servers could be used to setup primary Source Code Repository server, primary Gateway Server, primary Load-Balancing 
Server and so forth. This can be distributed across other servers if need be. Their CPU and storage capacities to be 
determined based on business need.

5. Server Setup:

This is the primary step for ensuring Test automation and code quality evaluation. Each time a service needs to be promoted 
to higher environment (or even if the developer checks in the code in his/her branch), it should fire a set of quality checks to 
ensure no wrong code is passed to higher environment. Typical tools for these include Junits and SonarQube, but there are 
many in the market depending on type of programming language used for creating services

6. Automated Code Quality Checkup:

In order to execute a project in DevOps style, the program management team would need to not only define an agile 
methodology to use (like Agile Scrum) but also needs some handy tools like JIRA and Confluence, which enable epic/story 
creation, issues and bug tracking and creating a collaboration environment among developers, testers, Scrum Masters etc.

7. DevOps Management Tools:

Each service that is built, will be virtualized and containerized using toolslike Docker. It’s a tool to automate deployment of 
applications inside software containers, which are platform-independent by design. This means any dependent software is 
already containerized such that deploying the container in new environment does not require any setup

8. Docker/Containerization of Services:

With changing software delivery models, there also comes change in the way these discrete applications are monitored. Some 
recommendations are to use combination of tools like ElasticSearch, LogStash and Kibana or Splunk. With features like report 
generation, graphical visualization, dashboard of central view of all environments at any given point in time

9. Monitoring & Reporting Tools Setup:

Finally all of the above processes/stages would need to be placed into a pipeline for automating the whole development and 
deployment cycle. This process is called Continuous Integration and Continuous Deployment and the typical tool used for 
building this pipeline is Jenkins. 

10. Code Deployment Pipeline Creation:

At the end of it, comes the moment of truth or realization, when the true consumers of the application start requesting services. 
This stage can be achieved on cloud by a process called clustering & container orchestration, using a tool like Kubernetes. 
This tool can help setup API Gateway, Security and Container Orchestration in such a way that any change in load/volume of 
requests can be automatically managed by the Kubernetes Master/Slave Architecture. It has built-in replication controllers, 
load balancers, service discovery, scheduler and other Operational configurations to manage the production environment.

11. Container Orchestration & Service Discovery:



Examples of Payment Applications for 
Cloud to a FinTech Company

With all the technical frameworks in place, we propose that any enterprise use case of a fin-tech 
company can be migrated to a cloud platform for realizing the benefits of cloud. US based Capital 
One Financial was one of the first companies to migrate many of their core business to Amazon Web 
Services. How this was possible was by identifying few relatively independent, less critical functions and 
performing an organization level “Proof of Concept” to showcase the ability and secure approval from
stakeholders for overall migration.
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Payment Gateway for an e-Commerce platform can be one such service to be migrated to cloud. Its primary job is to transfer information between a 
payment portal and the front-end processor or an acquirer. 

Payment Gateway

Debit or Credit Card Management System can be the next, relatively complex system to be migrated to cloud. The good thing about this system is 
that many of its functions can be easily broken down into self-contained micro-services. Some of the examples being Card Generation Service, Card 
Management Service, Fee Management Service, Customer Profile Service, Account/Card Block-unblock service etc. The same can be extended for 
more complex services like Transaction Management Service, Dispute Management Service.

Card Management System

Hardware Security Module is one of the most crucial and secure model for the ATM and Switch Services. It is a key interface between all authorizations 
with Core Banking Platform. So far there is no definite solution on cloud (and especially on Virtual Private Cloud) due to the regulatory nature of its 
storage and the need for connectivity to an in-house printer. All of these factors make it very difficult for managing a Switch or a Card Management 
System on cloud. But by cleverly designing the APIs for connecting to a hardware HSM or enabling the use of Software HSM on cloud for selected 
services, this solution can be achieved.For example, Microsoft Azure provides an ExpressRoute service for connecting the switch-on-cloud to the HSM
inside the Bank’s premises. Alternatively, Azure, Google and Amazon provide their own versions of “CloudHSM” which provide encryption keys or a 
dedicated HSM; however, their full potential is yet to be explored.

HSM Interface System

Now the most crucial component that can be migrated on cloud is the Switch itself. The primary provision to be made is a TCP/IP tunnel requirement 
with ATMs. The cloud server hosting the Switch needs to maintain a static IP configurations with all ATMs being part of the IP Subnet. But once this is 
accomplished, and once the remaining Issuer/Acquirer network connectivity is established via a more friendly protocol like HTTPs, any switch can be 
migrated to cloud.

Switch on Cloud
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